
Healthcare leader maximizes data center 
uptime, while protecting patient confidentiality 
From its headquarters in northern Florida, a healthcare industry leader and its family  
of subsidiaries serves more than 15.5 million people in 16 states. Information about its 
customers — their personal, medical and financial information — is housed in the company’s 
nearby data center. Like all data centers, downtime at this facility is unacceptable. Patient data 
must be available 24/7, and must also be kept confidential in accordance with federal law.

For nearly a decade, Johnson Controls has partnered with the customer to ensure uptime at  
its data center and make certain the facility operates as efficiently as possible. Three 333TR 
YORK® YK centrifugal chillers provide nearly 1000 tons of cooling to the data center, and are 
equipped with OptiSpeed® Variable-Speed Drives which cut chiller energy use and CO2 
emissions by as much as 30% a year. In addition, each chiller is outfitted with an OptiView® 
Graphic Control Center which provides a full color, full screen display for easier operation of the 
chiller. The Johnson Controls team also maintains the chillers under a maintenance agreement, 
which combines traditional YORK factory service activities with Connected Services, an 
innovative use of technology designed to head off equipment and performance issues before 
they impact the bottom line.

Using technology to enhance service delivery 
Connected Services is a value-added feature of a Johnson Controls Planned Service 
Agreement (PSA). Under a PSA powered by Connected Services, chillers at the data center 
are securely connected to the Johnson Controls Remote Operations Center, which monitors 
alarms and alerts the local service team if there’s an issue. Connected Services provides the 
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local technicians with 24/7 access to equipment operating 
data and trends, allowing them to better deliver the five 
values of planned maintenance:

• Identify energy savings opportunities

• Reduce future repair costs

• Extend asset life

• Ensure productive environments

• Improve environmental health and safety

For facility managers at the data center, the agreement 
gives them confidence in knowing they are maximizing 
uptime — critical in a data center environment — while 
identifying every opportunity to increase building efficiency.

Protecting critical, confidential information
The technology behind Connected Services also ensures 
that, while Johnson Controls has remote access to chiller 
data, the confidentiality of patient information stored at the 
data center is protected — a critical condition of the 

agreement. Because the customer is required to comply 
with federal laws for securing patient information, including 
the privacy components of the Health Insurance Portability 
and Accountability Act, known as HIPAA, data security must 
be top priority at the facility. 

Johnson Controls’ information technology team worked 
closely with the customer and its information security 
professionals to help them understand and feel confident  
in the Connected Services technology. The customer also 
conducted several months of internal testing to validate 
Connected Services security before allowing the connection 
to be completed. Testing was conducted to see if the 
Metasys® controller could be an access point for attack and  
if the internet connection would allow unauthorized access 
to sensitive facility data or the data center’s connected 
equipment. As the customer discovered, only chiller data  
is visible to Johnson Controls personnel via the Connected 
Services transmissions. Plus, communications from the 
chillers use a proprietary messaging system in which 
passwords randomly change daily, making it difficult for 
unauthorized access or tampering to occur.

Responsive. Intelligent. Results.
With real-time, 24/7 access to chiller trends and operating 
data, a PSA enhanced by Connected Services allows the 
local Johnson Controls service team to proactively deliver 
added value. Technicians will be alerted to alarms and faults, 
identify operational trends, spot deteriorating conditions and 
make recommendations to keep chillers up and running as 
reliably and efficiently as possible. 

Using this technology, the local service team is able to 
identify, diagnose and, often times, address issues remotely, 
avoiding the expense of a service call or, more importantly 
to the customer, the interruption of service/operations.

“Johnson Controls understands that uptime and 
protecting our patients’ personal information are top 
priorities for us. Connected Services is an example of 
another forward-thinking solution that enhances the 
technical expertise and value the local service team 
brings to our organization. Their ability to proactively 
see what’s happening in our facility, and respond 
accordingly without compromising the security of  
our data, helps us achieve our goal of 100% uptime.” 

Senior Facility Engineer, Healthcare Data Center 
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Johnson Controls can create a customized maintenance strategy to help your YORK chiller operate reliably and efficiently.

Scheduled onsite 
preventive 

maintenance

Repair parts and 
labor

(Premium 
coverage contract)

Predictive 
services

(optional)

24/7 remote 
monitoring for 

alarms

Trend data and 
current operating 

conditions analysis

Expert analysis for 
operational and 

energy efficiency 
enhancements
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