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Overview 
Johnson Controls has confirmed a Path Traversal vulnerability impacting specified versions of the Metasys 
Report Engine (MRE) Web Services.  MRE is an independent add-on to Metasys.  This vulnerability does 
not impact the Metasys product.    

 
Impact 
The vulnerability could allow a remote unauthenticated attacker to access and download arbitrary files from the 
system. 
 
Affected Versions 

• MRE - v2.0 

• MRE - v2.1 

Mitigation 
• Upgrade to MRE v2.2 or later. 

• Customers with licenses for MRE should contact their local branch office for remediation.  

Initial Publication Date 
February 18, 2021 
  
Last Published Date 
February 18, 2021 
 
Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2020-9050 - NIST National Vulnerability Database (NVD) and MITRE CVE® List  
ICSA-21-049-01 - CISA ICS-CERT Advisories   
 
  

https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-9050
https://www.us-cert.gov/ics/advisories

