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Overview

Johnson Controls has confirmed the presence of a vulnerable version of Log4J, which may be exposed
via DSC PowerManage. PowerManage 4.8 customers are encouraged to upgrade to the latest PowerManage
release to prevent any remote code execution. Alternatively, there is a patch that can be applied.

Impact
An attacker could enter malicious input and potentially allow remote code execution.

Affected Versions
e PowerManage versions 4.0 to 4.8

Mitigation
e Apply a patch to PowerManage versions 4.0 to 4.8
e -or- upgrade PowerManage to version 4.10

Initial Publication Date
February 3, 2022

Last Published Date
February 3, 2022

Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2021-44228 - NIST National Vulnerability Database (NVD) and MITRE CVE’ List
ICSA-22-034-01 - CISA ICS-CERT Advisories
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https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://www.us-cert.gov/ics/advisories
https://www.johnsoncontrols.com/cyber-solutions/security-advisories

