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Overview
@ Johnson Controls has confirmed one or more vulnerabilities impacting Metasys ADS/ADX/OAS Servers.

Impact
Under certain circumstances, unauthorized users could potentially:
e perform password guessing attacks at a high rate;
e inject malicious code into the web interface and have it stored for later use; and/or
e inject malicious code into the Draft Graphics (MUI Graphics) web interface and have it stored for later
use.

Affected Versions
e All Metasys ADS/ADX/OAS 10 and 11 versions.

Mitigation
e Update all Metasys ADS/ADX/OAS 10 versions with patch 10.1.5.
e Update all Metasys ADS/ADX/OAS 11 versions with patch 11.0.2.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2022-21935 - NIST National Vulnerability Database (NVD) and MITRE CVE" List
CVE-2022-21937 - NIST National Vulnerability Database (NVD) and MITRE CVE" List
CVE-2022-21938 - NIST National Vulnerability Database (NVD) and MITRE CVE" List
ICSA-22-165-01 - CISA ICS-CERT Advisories
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