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   CVE-2022-21936 

  ICSA-22-277-01 

 

Overview 

Johnson Controls has confirmed a vulnerability impacting Metasys ADX Server version 12.0 running 

MVE. 

 

Impact 

When using MVE SMP UI, an Active Directory user could execute validated actions without providing a valid 

password. 

 

Affected Versions 

• Metasys ADX Server version 12.0 running MVE 

Mitigation 

• Update Metasys ADX Server version 12.0 running MVE with patch 12.0.1 

Initial Publication Date 

October 4, 2022 

  

Last Published Date 

October 4, 2022 

 

Resources 

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 

CVE-2022-21936 - NIST National Vulnerability Database (NVD) and MITRE CVE® 

ICSA-22-277-01 - CISA ICS-CERT Advisories   

 

  


