
      

 

  
 

 

 

© 2023 Johnson Controls.  All rights reserved. 

   

Product Security Advisory 

 

May 18, 2023          JCI-PSA-2023-04 

   CVE-2023-2024 

CVE-2023-2025 

  ICSA-23-138-04 

 

Overview 

Johnson Controls has confirmed a vulnerability impacting OpenBlue Enterprise Manager Data 

Collector. 

 

Impact 

Under certain circumstances API calls to the OpenBlue Enterprise Manager Data Collector do not require 

authentication and may expose sensitive information to an unauthorized user. 

 

Affected Versions 

 All OpenBlue Enterprise Manager Data Collector firmware versions prior to 3.2.5.75 

Mitigation 

 Update all OpenBlue Enterprise Manager Data Collector firmware to version 3.2.5.75 

 Contact your Customer Success Manager to obtain the update. 
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Resources 

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 

CVE-2023-2024 - NIST National Vulnerability Database (NVD) and MITRE CVE® 

CVE-2023-2025 - NIST National Vulnerability Database (NVD) and MITRE CVE® 

ICSA-23-138-04- CISA ICS-CERT Advisories   

 

  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2025
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-2024
https://nvd.nist.gov/search
https://nvd.nist.gov/search
https://www.us-cert.gov/ics/advisories

