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Overview
: Johnson Controls has confirmed a vulnerability impacting iSTAR Ultra, iSTAR Ultra LT, iSTAR Ultra G2,
and iSTAR Edge G2 products.

Impact
An unauthenticated user could log into iSTAR Ultra, iSTAR Ultra LT, iSTAR Ultra G2, and iSTAR Edge G2 with
administrator rights.

Affected Versions
e AIliSTAR Ultra and iSTAR Ultra LT after firmware version 6.8.6 and prior to 6.9.2 CUO1

e AlliSTAR Ultra G2 and iSTAR Edge G2 firmware versions prior to 6.9.2 CUO1

Mitigation
e Upgrade iSTAR Ultra, iSTAR Ultra LT, iSTAR Ultra G2, and iSTAR Edge G2 firmware to version 6.9.2 CUO1
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2023-3127 - NIST National Vulnerability Database (NVD) and MITRE CVE®
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-3127
https://www.us-cert.gov/ics/advisories
https://nvd.nist.gov/search

