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@ Overview
Johnson Controls has confirmed a vulnerability impacting IQ Wifi 6 wireless router.

Impact
An unauthorized user could gain account access by conducting a brute force authentication attack.

Affected Versions
e All versions of IQ Wifi 6 with firmware prior to version 2.0.2.

Mitigation

e Upgrade IQ Wifi 6 firmware to version 2.0.2.

e The firmware update will be pushed to all available devices in the field.

e The firmware update can also be manually loaded by applying the patch tag “iqwifi2.0.2” on the device
after navigating to its firmware update page.
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Resources

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2023-3548 - NIST National Vulnerability Database (NVD) and MITRE CVE®
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