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Product Security Advisory 

 

August 3, 2023          JCI-PSA-2023-07 

   CVE-2023-3749 

  ICSA-23-215-04 

 

Overview 

Johnson Controls has confirmed a vulnerability impacting VideoEdge. 

 

Impact 

A local user could edit the VideoEdge configuration file and interfere with VideoEdge operation. 

 

Affected Versions 

 All VideoEdge versions prior to 6.1.1. 

Mitigation 

 Update VideoEdge to version 6.1.1. 

 The update can be downloaded from www.americandynamics.net under Support / Software Downloads / 

Network Video Recorders. 

Initial Publication Date 

August 3, 2023 

  

Last Published Date 

August 3, 2023 

 

Resources 

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 

CVE-2023-3749 - NIST National Vulnerability Database (NVD) and MITRE CVE® 

ICSA-23-215-04- CISA ICS-CERT Advisories   

 

  

https://nvd.nist.gov/search
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-3749
https://www.us-cert.gov/ics/advisories

