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   CVE-2025-26383 
  ICSA-25-146-01 
 

Overview 
Johnson Controls has confirmed a vulnerability impacting the Software House iSTAR Configuration 

Utility (ICU) tool. This utility is only used to configure products that are no longer manufactured or supported. 
ICU is not used to configure the iSTAR Ultra and the current iSTAR G2 series of controllers. Furthermore, this 
vulnerability only impacts ICU and the Windows PC it’s running on. This vulnerability does not impact  iSTARs 
including the legacy iSTARs. 
 
Impact 
The iSTAR Configuration Utility (ICU) tool leaks memory, which could result in unintended exposure of 

unauthorized data from Windows PC that ICU is running on. 

 
Affected Versions 

• All ICU versions prior to 6.9.5 

Mitigation 

• Upgrade ICU to version 6.9.5 or greater 

Initial Publication Date 
May 27, 2025 
  
Last Published Date 
May 27, 2025 
 
Resources 
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 
CVE-2025-26383 - NIST National Vulnerability Database (NVD) and CVE® 
ICSA-25-146-01- CISA ICS-CERT Advisories   
 
 
Trust Center 

https://www.johnsoncontrols.com/cyber-solutions/security-advisories
https://nvd.nist.gov/search
https://www.cve.org/CVERecord?id=CVE-2025-26383
https://www.cisa.gov/search

